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Critical Threat: Gunra 
Ransomware Targets Critical 
Sectors Worldwide – Active 
IOCs
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Crocodilus Malware Campaign 
Expand to Target Global
Financial Sectors – Active IOCs
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Malware Installs Malicious 
Chrome and Edge Extensions to 
Steal Data – Active IOCs
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Google Flaw Exposed Phone 
Numbers of Any User to 
Attackers

THREAT INSIGHT 04

Swipe



2025

APT29 Bypasses Gmail 2FA 
Using App Passwords – Active 
IOCs
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EchoLeak: Zero-Click AI Exploit 
Exposes Microsoft 365 Copilot 
Data
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Hacktivists Target U.S. Firms 
and Military After Iran Strikes
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Scattered Spider Hits Tech
Firms with Phishing and
Social Engineering
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