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Urgent: Chaos Ransomware
Strikes US Logistics Sector

THREAT INSIGHT 01

Swipe



2025

Cyber Threat Alert:
Immediate Action Required
on Existing APT Threat
Indicators – Active IOCs
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Critical Adobe Illustrator 
Vulnerability Allows Remote 
Execution of Malicious Code
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Russian Hackers Abuse Oracle 
Cloud to Attack Scaleway 
Storage – Active IOCs
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Fake Chrome Extensions 
Used for Credential Theft and 
Ad Injection – Active IOCs
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Saudi Organization Targeted in 
China-Linked Cyber Espionage 
Campaign – Active IOCs
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Spear-Phishing Campaign
Drops NetBird RAT on Financial
Targets – Active IOCs
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SideWinder Launches Attacks
on South Asia’s Government
and Critical Systems
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