
NOV 2024

2024

THREAT
INTEL
INSIGHTS



DONOT APT Group 
Targets Pakistan's 
Defense and Maritime 
Sector



Iranian Cybercriminals 
Incorporate SnailResin 
Malware into Aerospace 
Attacks Using ‘Dream 
Job’ Lures



Amazon Confirms 
Breach of Employee 
Data Following 
Vendor Intrusion



T-Mobile and Other 
American Telecoms 
Targeted by Chinese 
Threat Actors in 
Espionage Campaign



Huge Git Configuration 
Breach Reveals 15,000 
Credentials and Clones 
10,000 Private Repos



Ongoing Campaign 
Compromised Over 
2,000 Palo Alto 
Networks Devices



RomCom Strikes Again: 
Zero-Day Exploits in 
Firefox and Windows 
Uncovered


